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ABSTRACT Twenty years after publication of the report To Err Is Human,
studies demonstrate persisting high levels of patient harm. Most patient
safety measurement remains highly retrospective, relying on voluntary
reporting and post discharge administrative coding. Progress has been
limited by the lack of advances in measurement accuracy, detection
sensitivity, and timely actionability. The broad adoption of electronic
health records (EHRs) offers a significant opportunity to leverage digital
information to improve safety measurement and management using
real-time data. We developed a novel method to extract safety indicators
from EHRs to identify harm and its precursors by implementing a patient
safety active management system (PSAM) in hospitals within a national
Patient Safety Organization (PSO). The PSAM generated validated adverse
event outcomes and leveraged EHR data to develop a real-time safety
predictive model. This study describes the PSAM’s pilot at two large
community hospitals in 2014–17. We found that the PSAM could detect
harm in real time, at higher rates than current levels are detected, and
that such harm could be predicted. In addition to outlining future
opportunities and challenges with this EHR-enabled PSAM approach, we
discuss implications and next steps for policy and practice.

T
wenty years after the publication of
To Err Is Human by the Institute of
Medicine (IOM),1 the patient safety
movement enters its third decade
with some notable but slow im-

provements in safety. With much harm still oc-
curring, there remains a long way to go before
health care joins the ranks of other very safe
high-risk industries. With the broad adoption
of health information technology (IT) and the
emergence of high-reliability approaches, we
may be at an inflection point for more rapid
improvements in patient safety.2 These new de-
velopments may portend a future approach to
patient safety that is very different from the cur-
rent one, much of which is based on methods
that were developed over forty years ago.

Current safety approaches involve measure-
ment largely based on voluntary reporting that
detects fewer than 10 percent of overall safety
events. These events are often subjected to ex-
tensive root cause analyses long after they oc-
curred, with findings that can be superficial
and inaccurate, and frequently with recommen-
dations not acted upon.3–9 It has been estimated
that only 3–5 percent of the adverse events de-
tected from inpatient records are reported by
health care providers in hospitals.10–13 The use
of administrative codes to detect adverse events,
best demonstrated by the Hospital-Acquired
Condition Reduction Program of the Centers
for Medicare and Medicaid (CMS), has been
shown to miss more than 90 percent of safety
problems and have serious flaws in the accurate
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measurement of overall safety problems across
hospitals.2,6,7,11 Aside from the problems outlined
above, the current approaches lack real-time or
even timely actionability to help patients as they
are being injured. Recent IOM reports suggest
that patient safety problems remain very com-
mon and widespread across the continuum of
care,6,7 with more recent studies finding that pa-
tient safety problems may lead to the deaths of
more than 400,000 inpatients a year, injure an-
other eightmillion inpatients, and constitute the
third-leading cause of death in US hospitalized
patients.8,9

Broad adoption of health ITsignals that future
approaches to patient safety may be very differ-
ent fromcurrent approaches,which arebasedon
methods that were developed long ago. A survey
by the Office of the National Coordinator for
Health Information Technology found thatmore
than 96 percent of US hospitals have imple-
mentedanelectronichealth record(EHR).2 Iron-
ically, most hospitals do not use these EHRs to
directly measure patient harm, with the notable
exception of one clinical area: infection preven-
tion. Automated surveillance has successfully
harnessed the power of EHRs to improve real-
time detection of infection problems, allowing
for the rapid and enhanced identification of cen-
tral line–associated bloodstream infections,
which has been critical in successful efforts to
reduce the occurrence of these infections.2

Hospitals and health systems are moving be-
yond automated infection surveillance, a precur-
sor of automated all-cause harm detection, to
measure safety more broadly with real-time
EHR data.14 These new approaches have been
developed and implemented by health systems,
EHR vendors, and other health IT vendors using
advanced technologies. Further, the legal risks
of collecting and analyzing huge newamounts of
patient safety data have occasioned the use of
federally certified Patient Safety Organizations
(PSOs), established by the Patient Safety and
Quality ImprovementAct of 2005,whichprovide
a legal andsafe learningenvironment inwhich to
collect and analyze patient safety data and pro-
vide feedback to hospitals, clinical teams, and
patients without the fear of retribution.4,6,14

Building on the evidence above using elements
from the EHR to identify harm, CMS has an-
nounced the development of a next-generation
patient safety measure based on the use of
EHR data.2

This article explores what the future of patient
safety and quality improvement in the era of
health IT might look like.We describe an initia-
tive that used real-time EHR data; the privileged
data aggregation, analysis, and feedback of a
PSO; and the combination of big data and pre-

dictive analytics to create a real-timepatient safe-
ty management system to detect safety problems
as they occur and predict them before they hap-
pen.We evaluate how this system performed in
two pilot hospitals and offer lessons from the
experience to guide policymakers in this rapidly
growing area of patient safety.

Study Data And Methods
This study was conducted through a federally
certified PSO (Pascal Metrics), which partnered
with its member hospitals and health systems to
develop an automated cloud-based patient safety
management system using real-time data from
leading commercial EHRs. The patient safety ac-
tive management system (PSAM) used a real-
time analytics technology platform contained
within the PSO that allowed for an interactive
work flow in which users shared potentially sen-
sitive safety data protected in the PSO environ-
ment.14 The safe learning space within the PSO is
supported by the PSAM, which in turn generates
the patient safety predictive score (SPS)—which
was first pilot-tested in the two study hospitals
within the PSO in this 2014–17 study. The PSAM
has subsequently been expanded to other hospi-
tals and health systems in the US.4,14

The Patient Safety Active Management
System The PSAM included functions such
as surveillance, detection, classification, valida-
tion, measurement, analytics, overall manage-
ment of safety events, and prediction (described
below). The PSAM, hosted in a PSO technical
environment, was fed real-time data from EHRs
and health IT systems using standard protocols
such as the internationally used HL7. The PSO
applied algorithms in real time to streamingnor-
malized data, generating standardized triggers,
or signals of potential adverse events. This out-
put was then subjected to a standardized review
and clinical validation process by the PSO mem-
ber hospitals14–16 (see the “Review Process” sec-
tion in the online appendix).17

Standardized Review And Clinical Valida-
tion Process Our approach built on the Insti-
tute for Healthcare Improvement’s Global Trig-
ger Tool approach to measuring safety through
the use of standardized chart review and the
use of clinical triggers.11,18–21 Electronic versions
of the Global Trigger Tool were automated for
use with all leading commercial EHRs.14–16,18–20

Registered nurse and physician authenticators
who validated the occurrence of adverse events
at PSO member hospitals consisted of those ex-
perienced in harm identification using the Glob-
al Trigger Tool manual process14–16,18–20 and those
receiving training in this automatedPSAMmeth-
od. Standard operating procedures were estab-
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lished for using the PSAM in a hospital or a
health system.
Each day a nurse reviewer followed all of

the automated positive triggers in the PSAM
and determined whether a patient harm had
occurred.14 Reviewers used the Institute for
Healthcare Improvement’s definition of harm:
“unintended physical injury resulting from or
contributed to by medical care that requires ad-
ditional monitoring, treatment or hospitaliza-
tion, or that results in death.”21(p5) If a harm
was identified, it was classified and assigned to
one of five harm categories (medication, patient
care, surgery or procedure, perinatal, and health
care–associated infection) and given a severity
level (E–I), according to the National Coordinat-
ing Council for Medication Error Reporting and
Prevention standard.22 Thisprocess tookapprox-
imately five minutes of review time for every
trigger found, on average. Details have been
reported elsewhere14–16 and are also in the ap-
pendix.17

Safety Predictive Score Development And
Statistical MethodsWedeveloped a predictive
safety model based on data from the clinically
validated adverse events documented in the
PSAM in the period 2009–13 and from hospital
inpatient EHR data contained within the PSO.
Inpatient EHRdata enabled the creation ofmany
features that were used as machine-learning
model inputs. Using feature engineering, a proc-
ess that creates predictor variables for machine-
learning models, we isolated risk factors for ad-
verse events using data to guide our discovery
process.23 Data elements used included lab re-
sults, vital-sign measures, medication usage,
hospital use, and movement of patients within
the hospital, as described in a recent report23 and
in the appendix.17 The resulting SPS model for
the prediction of the occurrence of an adverse
event had the following characteristics: The
C-statistic, or measurement of SPS model accu-
racy,was0.9058 in the training set (used tobuild
the initial SPS model) and 0.8806 in the valida-
tion set (used to measure the SPS model’s pre-
dictive accuracy on newpatient data). (A score of
1.0 would be the highest possible model accura-
cy.) In addition, we used a variety of statistical
methods to compare populations in the analysis,
as described in the appendix.17

Study Population And Patients Two large
(more than 250 beds) PSO member hospitals
located in different US geographic regions par-
ticipated in the study. All inpatients older than
age eighteen who were admitted for more than
twenty-four hours (excluding those admitted to
behavioral health or rehabilitation units) were
included. The PSAM was implemented at both
hospitals in the period 2014–17. During this pe-

riod the SPS aspect of the PSAMwas pilot-tested
at one hospital for five months and at the other
for nine months. This pilot-testing period
formed the basis for the correlation analysis de-
scribed below.
For the pilots, a web-based module displayed

a list of patients on each unit, with their SPS
(calculated twice per day, before each nursing
shift) and a visual indicator of high, medium,
and low risk of having an adverse event and an
icon to indicatewhether the score had increased,
decreased, or remained unchanged from previ-
ous scores. The system displayed a trend line of
each patient’s risk over time, along with specific
predictors that contributed to the score, and pro-
vided access to a screen that displayed positive
triggers that fired for the patient (appendix fig-
ure 1).17 Unit charge nurses responsible for co-
ordinating assignments and facilitating care on
the units reviewed the list of SPS patients during
every nursing shift.
Limitations This study had several limita-

tions. First, pilot-testing in two community hos-
pitals might limit the generalizability of its find-
ings to academic, specialty, pediatric, and public
hospitals.
Second, both hospitals were large community

hospitals in different US regions, and each had a
fully implemented EHR with extensive coded
clinical documentation and a high degree of au-
tomation of all departments using the EHR—
thus allowing for the evaluation of the large clin-
ical data sets in this study. Some hospitals might
not have as extensive an EHR.
Third, the SPSmodel included only those data

elements found in a modern commercial EHR.
Other data elements not routinely tracked in a
modern EHR could produce a better model and
could improve the effectiveness of this model to
predict safety problems.

Study Results
There were 147,503 inpatient admissions in the
two hospitals during the study period. Patients’
demographic characteristics were similar across
the hospitals, but compared to hospital A, hos-
pital B had about 50 percent more admissions, a
higher percentage of female admissions (65 per-
cent versus 55 percent), and a lower inpatient
mortality rate (1.04 percent versus 1.75 percent)
(exhibit 1). During the study period, 775,416
electronic triggers were recorded, and 3,896
events met the criteria for clinical validation as
an adverse event. In the study period 438,652
predictivesafetyscoreswerecalculated.Exhibit2
shows the top fifteen triggers by volume in the
study population. The most common categories
of triggerswere generalmedication (66 percent)
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and patient care (29 percent) (data not shown).
In both hospitals, surgical triggers accounted for
1.8 percent of the total.
A total of 3,896 adverse events were docu-

mented in both hospitals combined (average:
123 events per month at each hospital). The

breakdown by severity was 46.6 percent in cate-
gory E (temporary harm), 45.4 percent in cate-
gory F (increased length-of-stay), 2.0 percent in
category G (permanent harm), 4.6 percent in
category H (life-threatening), and 1.4 percent
in category I (patient death). Some patients
hadmultiple adverse events.Overall,medication
harm was the top category, followed by infec-
tions and procedural complications (exhibit 3).
Weexamined the correlationbetween triggers,

adverse events, safety predictive scores, and
three patient outcomes: inpatient mortality,
length-of-stay, and readmission at thirty days.
The correlation coefficients and p values for
length-of-stay, mortality, thirty-day readmis-
sion, adverse events, number of triggers, and
SPSmeasures (includingSPS change andpatient
age) aredisplayed in appendix figure2.17 Length-
of-stay was significantly positively correlated
with all other outcomemeasures (mortality, thir-
ty-day readmission, and adverse events), trigger
volume, SPSmeasures, and patient age.Mortali-
ty was also significantly positively correlated
with all other outcomemeasures and trigger vol-
ume, SPS measures, and patient age, except that
it was negatively correlated with thirty-day read-
mission. Readmission was also positively corre-
lated with adverse events, trigger volume, SPS
measures, and patient age. Trigger volume was
positively correlatedwith adverse events, length-
of-stay, mortality, and SPS measures. SPS
maximum value was positively correlated with
adverse events, trigger volume, mortality, read-
mission, and length-of-stay. SPS change was a
trending measure for SPS, which was positively

Exhibit 1

Demographic characteristics of the study population in two hospitals that pilot-tested the patient safety active
management system (PSAM)

Hospital A Hospital B Both hospitals

Characteristic
Number
of patients Mean

Number
of patients Mean

Number
of patients Mean

Sex
Female 31,852 54.6% 57,709 64.8% 89,561 60.7%

Race/ethnicity
White 50,029 85.7% 71,887 80.7% 121,916 82.7%
Black 6,512 11.2% 7,954 8.9% 14,466 9.8%
Hispanic 1,347 2.3% 6,543 7.3% 7,890 5.3%
Asian 291 0.5% 2,386 2.7% 2,677 1.8%

Age, years —
a 56.4 —

b 42.1 —
c 47.8

Length-of-stay, days —
a 4.6 —

b 3.6 —
c 4.0

Readmission —
a 7.34% —

b 5.78% —
c 6.40%

Mortality —
a 1.75% —

b 1.04% —
c 1.32%

SOURCE Authors’ analysis of data for 2014–17 from the automated cloud-based PSAM of Pascal Metrics, a Patient Safety
Organization (PSO). NOTE Hospitals A and B were large community hospitals that pilot-tested the PSAM. aFor the entire sample
(n ¼ 58,381). bFor the entire sample (n ¼ 89,122). cFor the entire sample (N ¼ 147,503).

Exhibit 2

Top 15 electronic triggers in the study population in two hospitals that pilot-tested the
patient safety active management system (PSAM)

Trigger Percent
Glucose ≥180 mg/dL in 2 consecutive values 21.3

Glucose ≥250 mg/dL 12.0

Radiology study for emboli or deep vein thrombosis 8.8

Anti-emetic administration 6.8

Restraint use 6.4

Glucose ≥250 mg/dL in 2 consecutive values 5.2

Blood urea nitrogen >2 times baseline 4.1

In-hospital stroke 3.7

Decrease in hemoglobin ≥25% within 48 hours 3.1

Vitamin K administration 2.8

Decrease in hematocrit ≥25% within 48 hours 2.7

Sepsis indicator: lactate and blood urea nitrogen 2.1

Unplanned hospital readmission within 15 days 1.4

Decrease in hemoglobin ≥25% after surgery 1.2

Platelets <50,000 1.0

SOURCE Authors’ analysis. NOTES Blood glucose higher than 180 mg/dL is considered hyperglycemia.
Antiemetics are administered in the case of patient nausea. Blood urea nitrogen is an indicator of
kidney function. A decrease in hemoglobin is an indicator of possible blood loss. A decrease in
hematocrit is an indicator of low red blood cell count and possible bleeding. Vitamin K
administration is an indicator of an underlying problem with anticoagulation. There were 775,416
electronic triggers during the study period.
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correlated with adverse events, mortality,
length-of-stay, and SPS measures.
Another way to show correlation between the

SPS and adverse event outcomes is to calculate
the C-statistics, which are prediction accuracy
measures for using the SPS to predict adverse
event outcomes. For adverse events, the SPS
maximum value had the highest C-statistics
at hospital A (0.758) and hospital B (0.721), as
well as for the two hospitals combined (0.735)
(exhibit 4). For mortality, the SPS maximum
value had higher C-statistics in both hospitals
(0.808 at hospital A and 0.822 at hospital B),
which shows that the SPS could predict patient
mortality.We also noted in our analysis (data not
shown) an overall decline in SPS during the pa-
tient’s admission, which can be attributed to
overall improvement of the patient during their
hospitalization. We discuss these findings in
more detail in the appendix.17

We compared mortality, readmission, and ad-
verse event rates betweenpatientswith andwith-
out triggers using chi-square tests (see cohort
comparison and tables F1–3 in the appendix).17

The mortality of the trigger cohort was 1.78 per-
cent versus0.00percent in theno-triggercohort.
The thirty-day readmission rate of patients with
triggers was 10.98 percent versus 0.75 percent
in patients without triggers. The adverse event
rate of patients with triggers was 11.14 percent
versus 0.00 percent in those patients without
triggers. The chi-square tests were all significant
(p < 0:0001).
Finally, we analyzed the SPS as a precursor in

time to the occurrence of the subsequent adverse
event and found that the SPS moved into a high-
risk category 3.53 days, on average, before the
associated adverse event actually occurred.

Discussion
We developed and implemented a program in a
Patient Safety Organization for real-time patient
safety surveillance and improvement supported
by a system called the patient safety active man-
agement system in this study. This system was
built to operate on top of leading commercially
available EHR systems currently in use at most
US hospitals. The first focus of this studywas the
improved detection of safety events, and it
found, on average, more than ten times more
harms than those found by conventional ap-
proaches.14 Relying on real-time EHR streaming
data, this approach allowed for the real-time
detection of safety problems, operationally en-
abling interventions to help patients as these
safety problems occurred. Many hospitals using
this approach have developed and implemented
targeted rapid-cycle safety improvement efforts

Exhibit 3

Top 11 adverse events documented in the study population in two hospitals that pilot-tested
the patient safety active management system (PSAM)

Adverse event No. Percent
Medication-related bleeding 540 13.9

Medication-related glycemic events 310 8.0

Medication-related Clostridium difficile infection 292 7.5

Respiratory infectiona 271 7.0

Venous thromboembolism 228 5.9

Fall with injury 219 5.6

Stage 1 or 2 pressure ulcer 176 4.5

Respiratory complications related to surgery or procedure 154 4.0

3rd or 4th degree lacerations 154 4.0

Medication-related delirium, confusion, or oversedationb 124 3.2

Abnormal bleeding/blood loss/hematoma following
surgery or procedure 121 3.1

SOURCE Authors’ analysis. NOTE There were 3,896 adverse events. aNot associated with the use of a
ventilator. bMedications include analgesics, sedatives, and muscle relaxants.

Exhibit 4

Safety predictive score (SPS) performance in predicting rates of adverse events,
readmissions, and mortality in the study population in two hospitals that pilot-tested
the patient safety active management system (PSAM)

SPS Hospital A Hospital B Both hospitals
Adverse events

SPS_Max 0.758 0.721 0.735
SPS_Mean 0.737 0.698 0.713
First_SPS 0.662 0.631 0.644
Last_SPS 0.735 0.712 0.721
SPS_Min 0.642 0.610 0.621
Adverse event rate 9.40% 7.40% 8.00%

Thirty-day readmissions

SPS_Max 0.674 0.715 0.704
SPS_Mean 0.668 0.697 0.689
First_SPS 0.701 0.713 0.710
Last_SPS 0.644 0.665 0.661
SPS_Min 0.653 0.651 0.651
Readmission rate 9.80% 7.40% 8.10%

Mortality

SPS_Max 0.808 0.822 0.817
SPS_Mean 0.788 0.802 0.796
First_SPS 0.690 0.682 0.688
Last_SPS 0.827 0.827 0.828
SPS_Min 0.714 0.690 0.696
Mortality rate 1.60% 1.10% 1.30%

SOURCE Authors’ analysis. NOTES The C-statistic is the correlation coefficient, which measures the
strength and direction of the linear relationship between the two variables in the table—that is, the
predictive accuracy of the SPS score. SPS_Max is the maximum safety predictive score for each
patient during their hospitalization. SPS_Mean is the mean score; first_SPS is the first score;
last_SPS is the last score; and SPS_Min is the lowest score for each patient during their
hospitalization.
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that have resulted in reduction of harm.14–16,18

This study demonstrated important linkages be-
tween patient outcomes of in-hospital mortality,
length-of-stay, and thirty-day readmission and
critical safety measures such as triggers, adverse
events, and safety predictive scores. We found
that mortality, length-of-stay, and readmission
were also significantly associated with adverse
events.
The use of electronic detection of safety prob-

lems is now available through EHR vendors and
analytics vendors, and even with home-grown
systems at various health systems. But the great
challenge is that this approach has not been
widely adopted. Barriers to its adoption include
an entrenched safety infrastructure based
around incident reporting systems, concerns
about legal and reputational risk from the detec-
tion of many safety events, challenges in how to
respond to this increased level of safety problems
with already overburdened clinical resources,
and questions about the costs and return on in-
vestment of this approach. There are published
studies that address all of these perceived bar-
riers, but the broad adoption of this approach by
providers will likely require either proactive in-
centive programs by private and public payers or
regulatory attention.2,4,14–16,18

The second focus of this study was the devel-
opment of predictive scores that could identify
patients at risk of safety events before they oc-
curred and across the continuum of care. The
predictive analytic study in thepilot revealed that
SPS can predict adverse events. Both the corre-
lation and C-statistical analysis revealed that the
SPS can also predict inpatient mortality and re-
admission. It was not unexpected that this score
wouldpredict readmissionandmortality aswell ,
since adverse events have been strongly predic-
tive of both in past studies.14,18 Indeed, increases
in safety predictive scores were predictive of
length-of-stay, mortality, and adverse events.
For adverse events, the maximum SPS was the
best predictor; formortality, the last SPSwas the
most predictive; and for readmission, the first
SPS was the most predictive.
A related safety predictive analytic approach,

the Rothman Index, was developed as an EHR-
based acute score for predicting clinical deterio-
ration and has been successfully implemented.24

Many other approaches have also been devel-
oped to predict clinical deterioration, such as
the Medical Early Warning Score, the Pediatric
Early Warning Score, the Early Warning Score,
theNeonatal EarlyWarning Score in theUK, and
the Targeted Real-Time Early Warning Score for
the early detection of sepsis.24–26 The only com-
parable method to the SPS approach that we
could find is a new program in development

called MySurgeryRisk that uses existing clinical
data in EHRs to predict the risk for major com-
plications and death after surgery.27 However,
there are many electronic safety predictive mod-
els in development that could increase the use of
these types of electronic predictive scores in clin-
ical practice.
Though we are still very early on in the devel-

opment of these predictive analytics for patient
safety, the pilot hospitals revealed a number of
key operational findings and challenges with re-
spect to theuseof predictive analytics at the front
line of care that may limit the adoption of these
approaches.
First, the initial reaction of unit charge nurses

at the pilot hospitals was that the SPSwould help
increase the general safety awareness for high-
risk patients, prioritize those patients, andmake
nursing assignments. The SPS revealed a num-
ber of circumstances in which patients’ risk of
safety problems had not been adequately recog-
nized and intervention was required, based on
the predictive score. For example, it identified a
group of patients with falls whose unrecognized
high fall risk had not been addressed before
their falls.
Second, organizations that are measuring

harm with the PSAM not uncommonly find it
to offer a stable, continuous electronic measure
of harm that has been used in turn to measure
the impact of specific safety interventions and
improvements, underscoring the relevance of a
“learning culture of safety” that was envisioned
with the creation of PSOs.14–16

Third, the PSAM was viewed by the pilot hos-
pitals asmore valuable than theSPS,which is not
unexpected given the early stage of development
of the fieldwith respect to thepredictionof safety
problems at the front lines of care.23

Fourth, since the SPS predicts global harm, it
doesnot direct theusers to a specific risk or set of
specific interventions that should be addressed
tomitigate the risk, thus limiting its applicability

Patients may come
to expect to use
real-time safety
information and
predictive analytics
in their own care.

Quality Of Care

1810 Health Affairs November 2018 37 : 1 1
Downloaded from HealthAffairs.org on August 26, 2020.

Copyright Project HOPE—The People-to-People Health Foundation, Inc.
For personal use only. All rights reserved. Reuse permissions at HealthAffairs.org.



in existing work flows, which was one of the
concerns raised at the pilot hospitals
Fifth, many clinicians viewed the review of the

score as an added burden on an already highly
productivity-driven nursing process and viewed
the score as a one more input out of many that
nurses needed to review.
Sixth, the organizations that have been most

successful with programs such as the PSAMhave
dedicated resources to implementation, with
some early evidence of cost reductions in excess
of program costs.18

Finally, based on CMS’s announcement of
a new EHR-based measure of harm, provider
organizations are contemplating the strategic
reconfiguration of their safety and quality pro-
grams as they prepare for the new CMS direction
in safety measurement and improvement.2

Policy Context, Implications, And
Next Steps
Our study has important implications for policy.
First, it should be noted that the use of these
safety measurement and predictive systems in
clinical work flows is still in its infancy, as dem-
onstrated in our pilots, and little research has
been conducted about how to use this informa-
tionmost effectively for feedback and learning at
the front line of care.
Second, ensuring the interoperability of EHR

data (especially clinical documentation such as
nurse and physician notes) for use by external
systems will be essential for broad and deep im-
pact across the field, without which predictive
analytic learnings will be limited to silos of care.
Third, the Food and Drug Administration

(FDA) has affirmed that low-risk analytic prod-
ucts do not need to be regulated.28 However, as
these new technologies are used as a “black box”
at the point of care to support clinical decision
making directly, additional oversight and FDA
regulation might emerge.
Fourth, because the output of these systems is

used to measure patient safety and risk at the

provider level, payers may find it hard to resist
the temptation of using such information, which
could introducenegative payment issues for pro-
viders and potential regulatory oversight for the
use of this new safety data.
Last but perhapsmost important, the patient’s

role in the use of this information is unknown.
As more complex care moves to the outpatient
arena, patients and their families or caregivers
might be expected to review this type of informa-
tion and act on it. Early results from a study
supported by the Robert Wood Johnson Founda-
tion indicate that patients can understand, val-
ue, and use this type of information,25 which
suggests that patients may come to expect to
use real-time safety information and predictive
analytics in their own care.

Conclusion
This study demonstrated the current capability
to detect and predict patient safety problems
using existing data from commercial EHR sys-
tems. Detection of safety problems is already
being automated by both home-grown and gen-
erally available commercial solutions. Adoption
has been slow to date but may be accelerated by
the continued publication of evidence, ongoing
regulatory action, and the emergence of the busi-
ness case for patient safety within value-based
care. However, the most effective approach may
be financial incentives from public and private
payers. In the interim, policy makers may be
skeptical of the promise of predictive analytics
that fail to be based on sound epidemiology,
knowledgeable domain expertise, and valid ad-
verse event outcomes. Problems in accessing
high-quality data, the lack of data standards,
and a shortage of experts with experience in
knowing how to analyze the data effectively will
become more pressing concerns as the field
seeks to leverage the promise of big data, ma-
chine learning, artificial intelligence, and other
advanced techniques. ▪
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